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HAPPY HOLIDAYS! 

EU Developments  

NIS2 Directive Adopted:  The EU has officially adopted the NIS2 

Directive on 10 November 2022. Member States will have 21 months 

from its entry into force to incorporate its provisions into their national 

law. The NIS2 introduces some of the most widespread cybersecurity 

rules to date, and lays down the first minimum cybersecurity standards, 

including vulnerability management. Source here  

Initial feedback on the CRA: The Czech presidency circulated a first 

draft of the Cyber Resilience Act (CRA) significantly altering its scope 

and free movement principles. Primarily, they argue that the scope 

should extend to software as a service (SaaS), military products and 

include a national security intervention clause. In addition, there appears 

to be an overarching call from Member States to clarify the definition of 

‘critical products’ and the interaction of the CRA with other EU 

regulation. Different opinions on the proposal have also been compiled 

into a Briefing Report by the EU Parliamentary Research. It is clear 

however, from the Commission’s recent report on the EU Security 

Strategy, that they view the CRA as imposing a legitimate obligation to 

‘ensure the availability of patches’. Source here , here and here 

EDPB and ENISA Sign Memorandum of Understanding: ENISA and 

the European Data Protection Board (EDPB) have signed a 

Memorandum of Understanding on Strategic Cooperation going 

forwards. The memorandum is intended to serve as a basis for future 

collaboration on achieving mutual goals, particularly in areas of privacy 

and security by design. Some of the proposed collaboration will include 

guidelines and harmonized feedback. Source here  

Irish DPA fines Meta 265 Million: The Irish Data Protection Authority 

has presented Meta with a 265 Million Euro fine, for a failure to upkeep 

privacy and security by design. In 2018 and 2019 Meta’s failure to 

implement appropriate security measures led to widespread dataset 

leaks. Following the Irish Data Protection Authority’s decision, the EDPB 

published 3 binding decisions regarding contractual obligation as a 

legal ground for processing, to be published next month. Source here 

and here 

Polish DPA fines Virgin Mobile: The Polish DPA has fined Virgin 

Mobile approx. 350.000 euros following a data breach. Notable about 

the decision is the focus of the DPA on the failure of Virgin to timely 

detect vulnerabilities, as they failed to run regular tests. Source here 
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https://www.consilium.europa.eu/en/press/press-releases/2022/11/28/eu-decides-to-strengthen-cybersecurity-and-resilience-across-the-union-council-adopts-new-legislation/
https://www.euractiv.com/section/cybersecurity/news/eu-council-mulls-broad-national-security-carveouts-in-iot-cybersecurity-law/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/739259/EPRS_BRI(2022)739259_EN.pdf
https://commission.europa.eu/system/files/2022-12/com_2022_745_communication_fifth_progress_report_security_union_en.pdf
https://edps.europa.eu/press-publications/press-news/press-releases/2022/pairing-cybersecurity-and-data-protection-efforts-edps-and-enisa-sign-memorandum-understanding_en
https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-announces-decision-in-facebook-data-scraping-inquiry
https://edpb.europa.eu/news/news/2022/edpb-adopts-art-65-dispute-resolution-binding-decisions-regarding-facebook-instagram_en
https://uodo.gov.pl/decyzje/DKN.5112.1.2020


 US Developments   

Personal Data Expiration Dates: Following the FTC’s Drizly case, 

where Drizly’s CEO was individually penalized for failing to uphold 

standards of data security, the FTC has now somewhat introduced 

the concept of ‘expiration dates’ for personal data. In essence, 

under the new CPRA, to be implemented on the 1st of January next 

year (2023), organisations will be required to present expiration 

dates of categories of personal data prior to collection. The 

circumstances of this case also present a stronger incentive to 

preventatively take cybersecurity and vulnerability mitigation steps, 

or risk full and personal liability. Source here 

 

Global & Privacy Developments   

CJEU bans inaccurate personal data on the web: In an arrest 
made by the CJEU on 8 December 2022, the Court decided that, 
under the GDPR, a search engine is required to remove links that 
could lead to factually inaccurate information, if such is proven by 
the person requestion the deletion. This arrest could have very 
interesting implications for the long-ongoing “Fake News” debate. 
Source here and here (summary in Dutch) 

UK First to Adopt Cybersecurity Code of Conduct for Apps: The 
United Kingdom has introduced the first Code of Conduct for app 
operators and app platforms. Primarily, the Code introduces 
stronger requirements for app operators to inform users of their 
security standards, and allow for usage even if privacy settings are 
not ‘optimal’. Importantly, the Code explicitly requires app 
operators to reduce security vulnerabilities through patches, and 
introduces the notion of coordinated vulnerability disclosure 
mechanisms between the app operators and platforms, aiming to 
avoid public exploitation. Where the Code is voluntary, the UK 
DCMS will start checking for compliance in 9 months’ time. Source 
here 

Cyberveilig Nederland feedback on NLCS: The Dutch 
organization, Cyberveilig Nederland, has drafted a letter in 
response to the new Dutch Cybersecurity Strategy. Where the 
organisation praises the ambitious stance taken by the strategy, 
they do call for further specification of the action points and the 
private scope of the strategy. Source here (in Dutch) 
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https://www.ftc.gov/system/files/ftc_gov/pdf/202-3185-Drizly-Agreement-Containing-Consent-Order.pdf
https://curia.europa.eu/juris/documents.jsf?num=C-460/20
https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-12/cp220197nl.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1122626/Code_of_Practice_for_App_Store_Operators_and_App_Developers.pdf
https://cyberveilignederland.nl/actueel/brief-cvn-aan-nctv-over-de-nederlandse-cybersecurity-strategie

